EXPLAINING DIFFERENTIAL PRIVACY

Us LENSLS BLREAL
DIGITAL OFFICE

THS FORM LOOKS GREAT
TO ME! ANY LAST QUESTIONS BEFORE
WE FINALIZE THE FORM sUBMISSION?

DR, JOHN M, ABOWD
CHEF SCIENTIST AT
THE Us LENSLUS BLREAU

ACTUALLY YES T WAS WONDERING GREAT QUESTION! As YOu KNOW

WHAT THIS TERM , WE AT THE Us LENsSLS BLREAU HAVE
DIFFERENT.. A LONGSTANDING REQUIREMENT TO
DIFFERENTIAL PRIVACY MEANS? ENSLRE DATA FROM INDIVIDUALS AND

HOUSEHOLDS REMAINS CONFIDENTIAL

JOHN SMITH,
LOLLEGE sTUDENT

AT LOCAL UNIVERSITY

AND FIRST TIME PARTICIPANT

IN THE Us CENSLUS




US CENSUIS BUREAU

APPLE DATA COLLECTION
CONSENT

"DIFFRENTIAL PRIVACY",
THE NEW GOLD sTANDARD IN =
DATA @ . || 5T
PRIVACY PROTECTION |

PROTELTED BY WFFRENTIAL PRIVACY

DIFFERENTIAL PRIVACY |5 OLR METHOD AWESOME! 2 HAD ACTUALLY SEEN THE
TO ENSLRE THIS CONFIDENTALITY PHRASE EARLIER AND WAS
AND PROTECT INDIVIDLAL PRIVACH J WONDERING WHAT I T WAS,

ABSOLUTELY MANY COMPANES ARE ADOPTING DIFFERENTIAL
PRIVACY AS A METHOD OF PROTECTING YOLR PERSONAL DATA
FROM EXTERNAL INDIVIDUALS OR ORGANIZATIONS WITH MALINTENT

M¢ DATA? DON'T YOu ALL ALREADY ANONYMIZE UNFORTUNATELY DESPITE ANONYMIZATION
OR ENCRYPT IT ANYWAYS SO IT'S SAFE? OR ENCRYPTION YOLR DATA
1 THOUGHT PRIVACY WAS MORE ABOUT THE SN'T AS SAFE AS YOU MIGHT THINK AND THE
NSA TRACKING OLR CALLS OR PRIVACY RISKS ARE MUCH MORE
MY SETTINGS ON FACEBOOK?" MENACING THAN YOUID EXPECT




FOR INSTANCE, IN THE PAST TEN
YEARS BILLIONS OF
PERSONAL LISERS HAVE HAD THEIR
DATA SUCH As CREDIT CARD
NUMBERS PASSWORDs LOCATIONS sOCIAL
SECLRITY NU MBERS

AND MORE LEAKED BY
“TRUSTED CORPORATIONS
LIKE YAHOO ADOBE,

EBAY MARRIOTT LINKEDIN AND OTHERS
EVEN WORSE, THESE AT TACKS
ARE ONLY BECOMING
MORE sOPHISTICATED AND
FREQUENT IN NATLRE,

IN ADDITION TO SECLRITY BREACHES ORGANIZATIONS OF TEN HERALD
THE DE IDENTIFICATION OF PERSONALLY IDENTIFIABLE
INFORMATION BY REMOVING 5O CALLED OBVIOUS IDENTIFIERS SLCH A5 NAMES OR
ADDRESSEsS NONETHELESs ANONYMIZED DATA IS sTILL VERY
PRONE TO RE IDENTIFICATION AND RECONSTRUCTION ATTACKS

FOR EXAMPLE, IN HER 1997 GROLINDBREAKING
RESEARCH, MIT PROF LATANYA SWEENEY WAS ABLE TO LINK PuUBLICLY
AVAILABLE VOTER REGISTRATION DATA TO AN ANONYMIZED
MEDICAL DATASET AND EAsILY RE IDENTIFY PEOPLE FROM THE
ANONYMIZED DATASET MOST NOTABLY SHE SENT THEN
MASSACHUSET TS GOVERNOR BiLL
WELD His FORMERLY ANONYMOLS HEALTH RECORDS
INCLUDING PRESCRIPTIONS AND DIAGNOSES
TO HIS PERSONAL OFFICE

VOTING FORM




THAT'S HORRIBLE! 7 DON'T WANT M{
PRIVAT E HEALTH INFORMATION
MADE PuBLIC! SHOULD T JusT NEVER CONSENT
TO MY INFORMATION BEING SHARED WITH ANVONE?

TECHNOLOGY TODAY RELIES ON DATA.
WITHOUT YOLR
PART RESEARCHERS WO LLD BE WORSE
AT DEVELOPING VACCINES AND
DRUGS NETFUX WOLLDNT HAVE
HGH QUALITY
RECOMMENDATIONs AND YOLR
NEXT COOGLE
SEARCH WOLULDN'T
BE As ACCILRATE. IF
EVERVONE DECIDED suDDENLY TO NOT
SHARE THEIR DATA
WITH COMPANIES
WE'D LOSE ACccCEss TO
ALl THE BENEFIT5
TECHNOLOGY CLRRENTLY GIVES us!®

50 MY TiIkTOKS WOLLDNT BE As POPLLAR??

WHILE ITs DEFINTELY IN YOLR
PERSONAL RIGHTE 7 WOULDNT RECOMMEND sO

JOHNS PERSONAL DATA

YEs.. OR, HERE AT THE Us LENsSLS BUREAL LOCAL AND
STATE GOVERNMENTS RELY ON THE DATA YOu
PROVIDE TO DEVELOP IMPORTANT
PROGRAMS AND BLDGETS ALONGSIDE
ASSESSING ECONOMIC AND FINANCIAL CONDITIONS
. WE WANT A WORLD WHERE YOuU CAN HAVE BOTH




GREAT QUESTION! LET'S USE
AN EXAMPLE TO HELP ILLUSTRATE

AH, 7 sEE. 5O THEN IF 7 sSHARE, HOW
DO 7 KNOW THAT MY DATA WILL
BE PROTECTED FOR SLRE?
75 THIs WHERE DIFFERENTIAL
PRIVACY COMES IN,, WAIT WHAT BXACTLY
EVEN Is DIFFERENTIAL PRIVACY??

MEET ALICE! ALICE |5 OLR HEAD
DATABASE MANAGER HERE
AT THE Us LENsUs BLUREAU AND sHE'S
THE ONLY ONE WHO HAS ACCESss TO
OLR PRIVATE INFORMATION

ALICE
HEAD DATABASE
MANAGER

MANY LOCAL AND FEDERAL GOVERNMENTS WANT
TO USE THIS DATA IN THEIR POLICYMAKING
PROCESSES AND LINDERSTANDING OF THEIR AREAS CONDITION
, TO HELP THEM ALICE CAN ANSWER THEIR INDIVIDLAL QUESTIONS
O THERWISE KNOWN As QLERIES WITHOUT GIVING
AWAY ALL OF THE PRIVATET INFORMATION IN THE DATABRASE.

UNFORTUNATELY THERE ARE ATTACKERS WHO WANT TO

LUSE ALICE'S GENEROSITY IN ANSWERING QUESTIONS FOR

ILL USE BY RE IDENTIFYING PEOPLE WTHN THE DATABASE
THEY DisGuUISE THEMSELVES LNDER PSELDO NAMES SLICH As BOB

BOB
HACKER

IN ORDER TO PREVENT BOB FROM SIMPLY ASKING
ENOLUGH QUESTIONS TO ACCESS
ALl THE CITIZEN DATA, ALICE DECIDES TO
IMPLEMENT A DIFFERENTIALLY PRIVATE
APPROACH. WHEN BOB Asks A QUESTION
, ALICE WILL GIVE A RANDOMIZED ANSWER
THAT'S PROBABILISTICALWN CLOSE TO
THE REAL ANSWER BUT NOT GLARANTEED

TRUE OR RANDOM
(5% )




THUS IF BOB 15 AN INNOCENT GOVERNMENT OFFICIAL
HELL sTiLL GET A LUSEFLL ANSWER
THATS APPROXNMATELY CORRECT
OTHERWISE, ALICE IS sTILL CONFIDENT THAT
NO ONE's PRIVACY |15 COMPROMISED EVERYONE WINs!

HOLD P! 7 DONT KNOW IF 7 MISHEARD BUT
DIDNT YOu sAY ALMOST ALWAYs?
DOEs THIs MEAN THAT BOB CcOULD sTiLL
EVENTLALLY FIGLRE OUT IF AN
INDVIDLUAL WAS IN THE DATABASE??

WITH DIFFERENTIAL PRIVACY WE CAN PRECISELY MATHEMATICALLY
DEFINE HOW MUICH PRIVACY BUDGET TO AssIGN TO A
s{sTEM WHERE EACH QUESTION WILL EXHALIST
A SMALL PART OF THAT BUDGET

TO PUT IT INOTHER TERMS DIFFERENTIAL
PRIVACY GLARANT EES THAT ALICES
ANSWER WOLLD ALMOST ALWAYs BE THE
SAME REGARDLESs OF WHETHER A sPECIFIC
INDIVIDUAL WAS OR WAS NOT INCLUDED IN THE
DATASET THERERBY BOB CANT LUSE HIS QUESTIONS
TO DETERMINE IF A sSPECIFIC PERSONS DATA IS

GREAT OBSERVATION BOB DOESs INDEED
STILL LEARN ALITTLE BIT ABOUT
THE DATABASE EACH TIME HE Asks A QUESTION BUT THATS
WHERE THE CONCEPT OF A PRIVACY BLDGET COMES INTO PLAY,




SO IF BOB HAD ASKED ENOUGH QUESTIONS sO THAT
HE FULLY usED P THE BUDGET HE WOLLD
THEN BE ABLE TO IDENTIFY INDVIDUALS IN THE DATASET
BUT FORTUNATELY
WE HAVE ALICE TO MONITOR THIS BUDGET! SHE CAN SEE THAT WERE
CLOSE TO EXHALUSTING THE PRIVACY BUDGET THEN sTOP
ANSWERING ANY QUESTIONS LINTIL WE MAKE FLRTHER
CHANGES AND CAN sAFELY ANSWER MORE QUESTIONS,

YEs EXACT V! THAT's THE BEAUTY OF
DIFFERENTIAL PRIVACY IN IT's
STRONG DEFINITION OF PRIVACY

WHOA, NOT 50O FAST THERE! JusT
BECAUSE A COMPANY MAKES
DIFFERENTIAL PRIVACY CLAIMS FOR THEIR sYsTEM
POESNT MEAN YOU CAN JUsT BLINDLY TRUST THEM,

THAT'S AWESOME! 5O NOW THAT DIFFERENTIAL PRIVACY 15
IMPLEMENTEDR ALL OF MY DATA IS SAFE THEN RIGHT ?
7 CAN TRUST ALL sYsTEMS THAT ARE DIFFERENTIALLY PRIVAT E!

YOU WOLLDNT JusT BULINDLY ENTER A CAR AND IMMEDATELY TRUST THE DRIVER WITH YOLR LIFE, ESPECIALLY GIVEN THIS CAR HAS
FAR MORE DIRE CONSEQLENCES IF IT CRASHES, AS A PASSENGER, YOUD sTILL WATCH THE ROAD AND CHECK THE DRIVER'S OVERALL
COMPETENCK BEST YOuU CAN,




HERE, THE CAR 15 THE DIFFERENTIALLY PRIVATE sYsTEM, JUsST LIKE CARS THESE
sYsTEMS HAVE TO BE CAREFLLLY DESIGNEDR BUILT AND
THEN DRIVEN As THERE'S TONS OF PLACES TO SCREW LP AND NEED 70 BE
ASSESSEDR HOW MUCH OF THE PRIVACK
BUDGET 1S BEING ALLOCATED? WHO 1S MONITORING THE BUDGET? HOW LUSEFLL
ARE THE sLIGHTLY RANDOMIZED ANSWERS?
WHY BUILD A CAR WHEN A BIKE IS SUFFICIENT?

IF ANYTHING COMPANIES WHO MAKE EXTRAORDINARY CLAIMS ABOUT
THEIR PRIVACK GLARANTEES THROULGH DIFFERENTIAL PRIVACY
NEED TO BE HELD TO sIMILARLY EXTRAORDINARY sTANDARDS
IN ENSLIRING PROPER IMPLEMENTATION
AND EXECUTION BY THE PUBLIC. ONE sHOLLD NEVER AssSEss
PRIVACY SsOLELY BASED ON DIFFERENTIAL PRIVACY"

AH, 7 THINK 7 UNDERSTAND NOW 7 sHOLULD VALLIE WHAT
THESE COMPANIES AND ORGANIZATIONS ARE DOING WITH
MY DATA AND DO MY BEST TO ENSLRE THAT THEY ARE
PROTECTING IT CORRECTLY

YEs PRECISELY! YOIl AS THE CUSTOMER AND CITIZEN,
SHOULD ALWAYs BE CRITICAL AND IMPLORE THESE COMANES
TO ADAPT PROPER, TRANSPARENT PRIVACY PRACTICES As
THE NORM, ABOVE AlLL, YOU sHOLLD BE GLARANTEED BOTH UTILITY
AND PRIVACY ALONGSIDE BEING INFORMED ABOUT WHAT
EXACT LY YOURE CONSENTING TO WHEN SHARING YOLR DATA
REGARDLESS OF THE CIRCUMSTANCES FOR Us AT
THE Us CENsSUS BLREAL DIFFERENTIAL PRVACK 15 TusT 4

THE BEGINNING OF THIS GUARANTEE!"

THANK YOU sO MUCH DR, ABOWD! IM GOING
TO GO MAKE A TIKTOK ABOUT THIS NOW
M SLRE MY VIEWERS WILL LOVE THIS!




